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Two trends in HPC Operating on sensitive data & produce company secrets

“[…] OpenAI’s GPT-4 used an estimated $78 million 
worth of compute to train, while Google’s Gemini 
Ultra cost $191 million […]”
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Security and privacy when converging HPC and cloud

Want cloud for 
efficiency, easy of 
access, flexibility

Need HPC for 
performance and 

scalability

Trusted HPC cluster 
becomes 

untrusted cloud

“[…] allocation of resources is 
flexible and elastic […]”

“ The power of HPC […] is […] 
parallel […] computing.”

“[…] security and privacy […] are 
the main challenges […] on the 

cloud […]”
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Heterogeneous HPC nodes have a lot of 
secure systems
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Modern Secure Systems from an HPC perspective

cHPC needs to secure not only compute

Heterogeneous HPC nodes have a lot of 
secure systems

Applications have different security needs

No platform characterizing clearly security and its performance costs

What are the overheads of these systems?

How do tradeoffs for these areas look like?

How to characterize them?
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SecPerf design

System description

Generalizable system model

Gives hardware purpose and interfaces

User

Facilitators

Expands

TEEs

Accelerators

Programmable Transparent

Facilitators provide security while accelerators deal with data-path performance

AES-NI

crypto

GGAs

bitstream

IDE

NUMA encryption

MKTME

SED offload
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Needs to be simple

UserExpands

Generalizable security model

Trust into hardware Data protection

Data-in-use Data-in-motion Data-at-rest
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Needed to compare performance fairly
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Trust into hardware Data protection
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Confidentiality

Integrity

Freshness

Intel TDX
AES-XTS
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Generalizable system model

Needed to compare performance fairly
Needs to be simple

UserExpands

Generalizable security model

Trust into hardware Data protection

Data-in-use Data-in-motion Data-at-rest

Confidentiality

Integrity

Freshness

Intel TDX
AES-XTS

dm-x
Merkle tree

Wireguard
Poly1305

TDX ECC fields
SHA3

SGX v1
Merkle tree

TLS
ChaCha20

IPsec
PSN window

dm-crypt
AES-XTS
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AES-GCM

System description

1 2

Minimal differentiable and high-level set of security properties
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SecPerf design

Generalizable system model

Combined in a table with hardware, 
primitives, benchmarks, and frontends

UserExpands

Generalizable security model

Differentiate solutions by guarantees provided by default
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System configuration 
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SecPerf design

Generalizable system model

UserExpands

Generalizable security model

System configuration 

Configures

YAML 
configuration

Benchmark specification

Unified C++ 
interface

Python 
interface

Runs

Runtime

CMD scripts

Docker env

Profilers

• Runtime
• Energy counters
• System calls

We measure 25 algorithms, 18 network primitives, 29 modern HPC application variants, providing 12 insights and 8 recommendations
This makes SecPerf largest evaluation to date of secure hardware and systems.

System description
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Select systems Which hashing algorithm is best for secure storage?

Hazel: Secure and Efficient Disaggregated Storage 
 Marcin Chrapek, Meni Orenbach, Ahmad Atamli, Marcin Copik, Mikhail Khalilov, Fritz Alder, Torsten Hoefler
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Select systems

Implemented 12 different interfaces for hashing (C++ interface)

Which hashing algorithm is best for secure storage?

However, BLAKE3 is not strictly 
better for all cases!

Hazel: Secure and Efficient Disaggregated Storage 
 Marcin Chrapek, Meni Orenbach, Ahmad Atamli, Marcin Copik, Mikhail Khalilov, Fritz Alder, Torsten Hoefler

BLAKE3 performs well for 1-4 KiB and 
requires less trust than offloading
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Networking requires a 
protection scheme such as IPsec.

TCP performs reasonably well 
IPsec lowers performance by up to 90%.
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Identify bottlenecks

Networking requires a 
protection scheme such as IPsec.

TCP performs reasonably well 
IPsec lowers performance by up to 90%.

TEEs are not the only source 
of overheads for HPC setups!

What is a major bottleneck in common HPC workloads?
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11 different applications with subset of runtime parameters (Python interface)

More security = more overhead 
(see our taxonomy) 

Can we estimate the performance of applications?
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11 different applications with subset of runtime parameters (Python interface)

More security = more overhead 
(see our taxonomy) 
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= lower overheads
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Predict performance

11 different applications with subset of runtime parameters (Python interface)

More security = more overhead 
(see our taxonomy) 

More compute heavy 
= lower overheads

Can we estimate the performance of applications?

Similar overheads to 
example applications

Confidential LLM Inference: Performance and Cost Across CPU and GPU TEEs
 Marcin Chrapek, Marcin Copik, Etienne Mettaz, Torsten Hoefler
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Predict performance

11 different applications with subset of runtime parameters (Python interface)

More security = more overhead 
(see our taxonomy) 

More compute heavy 
= lower overheads

Can we estimate the performance of applications?

Similar overheads to 
example applications

We also investigated 
GPU overheads

Confidential LLM Inference: Performance and Cost Across CPU and GPU TEEs
 Marcin Chrapek, Marcin Copik, Etienne Mettaz, Torsten Hoefler
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Conclusions 
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https://github.com/spcl/secperf


@spcl_eth
@spcl

spcl.ethz.ch

93

Conclusions 
More of SPCL’s research:

… or spcl.ethz.ch

210+ Talksyoutube.com/@spcl

twitter.com/spcl_eth 1.6K+ Followers

github.com/spcl 5.6K+ Stars

github.com/spcl/secperf

spcl.inf.ethz.ch
https://github.com/spcl/secperf


@spcl_eth
@spcl

spcl.ethz.ch

94

Conclusions 
More of SPCL’s research:

… or spcl.ethz.ch

210+ Talksyoutube.com/@spcl

twitter.com/spcl_eth 1.6K+ Followers

github.com/spcl 5.6K+ Stars

github.com/spcl/secperf

spcl.inf.ethz.ch
https://github.com/spcl/secperf


@spcl_eth
@spcl

spcl.ethz.ch

95

Conclusions 
More of SPCL’s research:

… or spcl.ethz.ch

210+ Talksyoutube.com/@spcl

twitter.com/spcl_eth 1.6K+ Followers

github.com/spcl 5.6K+ Stars

github.com/spcl/secperf

spcl.inf.ethz.ch
https://github.com/spcl/secperf

